Five Ways fo
Unlock Enterprise
Productivity with
Employee
Document
Management

servicenow.




WHITE PAPER

Table of Contents

Why employee document management has become vital to the employee experience

Five ways to unlock enterprise productivity with employee document management
1. Capture documents quickly and easily

2. Store documents securely, all-in-one place

3. Configure security and retention policies

4. Maintain documents with integrity, accuracy, and access confrols

5. Purge employee data and proactively manage compliance

o O 0 AN~ W



Why Employee Document Management is
vital to the Employee Experience today

Managing employee documents can be a lot of work. Scanning, faxing,
and searching for paper or electronic files across multiple systems can be
highly cumbersome to an organization’s HR and Tteams, and can be
high risk due to potential data and privacy breaches.

Searching for paycheck information from a payroll system, tuition
reimbursement forms in a Core HR system, and an employee relocation form
in another, results ina fragmented view for your employees and is far from
a consumer grade experience. At the same fime, businesses are faced
with increasing stringency over global and local regulations covering
employee data and security.
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Easier Document Management with HR Service Delivery

In ServiceNow, employee documents are often generated and captured
across multiple cases and tasks. Our customers asked for an easier way to
cenftralize these documents and provide a simplified way to retain, secure,
and manage employee documents.

Therefore, ServiceNow launched our Employee Document Management
solution in 2018 to provide a secure, paperless, and complete view of all
employee documents, from hire to retire, all-in-one place.
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Our customers
asked us to build a
solufion that would
help centralize all
of theiremployee
documentsina
secure, modern,
and efficient way.

Senior Product Management leader,
ServiceNow
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Five ways to unlock enterprise productivity with
Employee Document Management

At ServiceNow, we've identified five ways our customers can leverage our Employee Document
Management solution, fo make it easier for organizations to unlock enterprise productivity.

Here isan example of how a leave form could be managed in our solution foday:
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1. Capture employee documents quickly and easily

There are two simple ways to quickly capture employee documents within a case. HR Agents can
choose to manually identify documents from within a case and push them to the employee
profile. Alternatively, ServiceNow can automatically move attached documents within a case to
the employee profile, based on the nature of the case. By cenfralizing the retention of documents
in the employee profile, organizations can reduce the fime and effort required to build custom
infegrations with third-party enterprise document management solufions.
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Organizations with legacy documents retained in another system can utilize the bulk upload feature released in
2019, to quickly import documents from a local file server or from 3@ party systems.


https://docs.servicenow.com/bundle/sandiego-employee-service-management/page/product/human-resources/concept/edm-bulk-uploads.html

2. Store documents securely, all-in-one place

By using a central location fo manage and store employee documents,
organizations have the:

. Ability fo move documents automatically from cases to employee fie
. Ability fo upload documents directly to the employee file (if desired)

. Ability to categorize documents and add additional metadata to make it easier to
search for documents

U Gain visibility of an employees entire profile and document history
. Maintain security of employee data

. Purge data where required, in line with compliance requirements

HR Agents have a single view of all documents captured against an employee profile,
including visibility of the type of documents, the corresponding case and when it was
created. In addition, audit trails provide complete visibility info the history of the document.

3. Configure retention and security policies

Global and local jurisdictions have different requirements on the length of time that employee
documents must be retained for. Potential breaches of sensitive employee data can often result
inlegal action, at a high cost to the business . The ability to set retention policies by country,
location, and document type using ServiceNow's out-of-the-box capabilities can help protect
organizations from significant business risk and avoid potential fines from global regulators.

In more complex cases, a legal hold can be applied to certain types of documents or to
employees to ensure that documents that are used in ongoing investigations  or legal activities
are not purged.
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received from Kate Darcy from the legal team.

Add legal hold on this profile X
Reason Litigation v
Comments Adding a legal hold for this employee as per communication

Cancel “




4. Maintain documents with integrity and audit controls

Access to employee documents can be defined by role ordocument type, making it possible for
employees to view documents from their own profile oremployee service portal.

In addition, ServiceNow provides the ability to audit each employee document from the time the
document iscreated or uploaded in our system to the time it is purged. This enables organizations to
frack changes made to files and identify when documents have been accessed and by whom.
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5. Purge employee data and proactively manage compliance

Purging and deleting documents manually can be a time-consuming activity that may be prone to
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error. Using ServiceNow, HR administrators can proactively manage compliance by automating the purge

and deletion of certain employee data within a sef period of fime.

Additional information on how ServiceNow secures the NOW platform
¢ ServiceNow Trust and Security webpage.

* View this e-book_to understand how ServiceNow securely manages our customer data


https://www.servicenow.com/company/trust.html
https://www.servicenow.com/content/dam/servicenow-assets/public/en-us/doc-type/resource-center/ebook/ebk-how-servicenow-delivers-safe-and-secure-cloud-services.pdf

